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Formal Verification in a Nutshell

▶ Does a computational model satisfy a specification?
▶ Model: control-flow automata (software), sequential circuits (hardware), etc.
▶ Specification: temporal-logic formulas

▶ Mathematical rigor: prove absence of bugs (cf. testing)
▶ Undecidable in theory
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Facebook’s Software Verifier Infer [1]

*Screenshots from https://fbinfer.com
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Overview of Software Verification

▶ Automatically detect issues in source code
▶ Null-pointer dereference
▶ Assertion violation
▶ Memory leak
▶ . . .

▶ Annual tool competitions: SV-COMP
▶ 59 tools on more than 30 K verification tasks in 2024 [2]

▶ CPAchecker [3]: found more than 100 bugs (confirmed and fixed) in Linux
kernel modules [4]
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Example: Sequential Circuit in the Btor2 Language

1 sort bitvec 3

2 zero 1

3 state 1

4 init 1 3 2

5 input 1

6 add 1 3 5

7 one 1

8 sub 1 6 7

9 next 1 3 8

10 ones 1

11 sort bitvec 1

12 eq 11 3 10

13 bad 12

add_6

state_3
(init=0b000)

eq_12

input_5

bad_13

ones_10
(0b111)

sub_8

one_7
(0b001)

next_9
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Translating Btor2 Circuits to C Programs

1 sort bitvec 3

2 zero 1

3 state 1

4 init 1 3 2

5 input 1

6 add 1 3 5

7 one 1

8 sub 1 6 7

9 next 1 3 8

10 ones 1

11 sort bitvec 1

12 eq 11 3 10

13 bad 12

1 void main() {
2 typedef unsigned char SORT_1;
3 typedef unsigned char SORT_11;
4 const SORT_1 var_2 = 0b000;
5 const SORT_1 var_7 = 0b001;
6 const SORT_1 var_10 = 0b111;
7 SORT_1 state_3 = var_2;
8 for (;;) {
9 SORT_1 input_5 = nondet_uchar();

10 input_5 = input_5 & 0b111;
11 SORT_11 var_12 = state_3 == var_10;
12 SORT_11 bad_13 = var_12;
13 if (bad_13) { ERROR: abort(); }
14 SORT_1 var_6 = state_3 + input_5;
15 var_6 = var_6 & 0b111;
16 SORT_1 var_8 = var_6 − var_7;
17 var_8 = var_8 & 0b111;
18 state_3 = var_8;
19 }
20 }

Nian-Ze Lee EDA Group, NTU GIEE 7 / 11



Circuit-Based Program Verification

▶ Sequential circuit as an intermediate representation for program analysis
▶ Leveraging hardware verification and logic synthesis

Our circuit-based program verifier, CPV, ranks 6th out of 26 in the category
ReachSafety as a first-time participant in SV-COMP 2024!
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Exploring the Interplay of Hardware and Software Verification

State-Transition System

Sequential Circuit Imperative Program

Hardware Verifier Software Verifier

SAT/SMT Solving [21], Craig Interpolation [22], Abstraction Refinement [23], . . .

Aiger [13]

Btor2 [9]

Verilog [15]

. . .

C [10]

LLVM-IR [24]

. . .

ABC [16]

AVR [17]

nuXmv [25]

. . .

CPAchecker [3]

Symbiotic [26]

Ultimate [27]

SeaHorn [28]

. . .

Hardware Software

encode encode

verify verify

underpin underpin
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Emerging Paradigms: Confidential Computing in the Cloud

Source: Figure 2.1 in Intel TDX Module v1.5 Base Architecture Specification
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We Are Looking for You!

Formal Methods

HW Verification SW Verification

EDA Software Engineering

▶ International collaboration
▶ Industrial collaboration

Email: nian-ze.lee@sosy.ifi.lmu.de
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